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Many credential‑based attacks succeed because the impacted applications rely on passwords alone. 
Multi-Factor Authentication (MFA) addresses this, but retrofitting MFA across legacy and third‑party 
applications can be slow, costly, and dependent on scarce developer time. Meanwhile, cyber insurers 
and regulators increasingly expect MFA coverage across the entire application perimeter.

No Touch MFA adds multi‑factor authentication to web applications without code changes. 
Deployed in front of the application on RedShield’s AWS-powered edge service platform, it inserts an 
MFA challenge into existing login flows and manages token validation and session control. This keeps 
development teams focused on product work while increasing security and compliance coverage.

The Business Challenge

Redshield’s Solution

What No Touch MFA Delivers

standard configurations 
delivered in days,

not months.

Rapid
Protection

works even when the
original developers/tools

are unavailable.

Legacy and 3rd‑party
coverage

choose the best
fit per application

and audience.

User experience 
options

no application code
access required.

Developer‑free
integration

service model that reduces 
implementation and
ongoing run costs.

Lower
ownership cost 
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Adding MFA Without Code Changes - RedShield’s No Touch MFA

Magic Link • Email OTP • SSO Redirect (SAML/OIDC)
Delivery Methods

Microsoft Entra • Okta • Google Identity Platform • AWS Cognito
Supported IdPs

Token validation (JWT/SAML/OIDC) • Session management • Basic rate‑limiting • Optional IP/geo 
checks • Lockout thresholds • Customisable error/notification templates

Security & Controls

Authentication success/failure • MFA challenge success rates • Login patterns • Geo distribution • 
Export or forward to SIEM

Reporting

24×7 incident response with defined priorities and response targets
Support

At‑a‑Glance

Several Options:
How it works

Passwordless MFA. Users enter their 
email and receive a time‑limited link. 
Clicking the link validates the second 
factor, and No Touch MFA issues/
validates the appropriate session token 
before handing the user back to the 
app.

Magic Link

Users are redirected to your Identity 
Provider (IdP) for second‑factor 
validation. On success, No Touch MFA 
validates the IdP response (SAML/OIDC), 
manages session tokens, and returns 
the user to the target page.

SSO Redirect (Identity Delegation)

Users enter their email and receive a 
temporary code. The code is verified 
by No Touch MFA; valid challenges 
proceed, failed/expired tokens are 
blocked with configurable retry/lockout 
behaviour.

Email One‑Time Password

Deployment model: All options run as 
an in‑flight patch at the network edge. 
RedShield engineers scope, configure, and 
operate the service for you.

Business Value
Reduce risk of account takeover and 
credential abuse.

Speed to value - protect applications 
quickly with minimal stakeholder 
impact.

Meet obligations - accelerate insurance, 
audit, and regulator requirements.

Predictable service - managed 
operation, reporting, and 24×7 
support.



Included Services

•	 Onboarding workshop and policy design 

•	 In‑flight patch deployment and configuration by RedShield engineers 

•	 Customisable user messaging (errors/notifications) 

•	 Continuous monitoring, alerts, and monthly reporting 

•	 Access to RedShield knowledge base and priority support
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Next Steps
Trial or scope the best configuration and go live with a managed service. 
Contact sales@redshield.co to get started.

An Example
Telecommunications provider (5m+ users): No Touch MFA was deployed within 48 hours following 
credential exposure, preventing further compromise and saving an estimated $800k compared with custom 
development.

For a deeper dive into application security and 
how RedShield helps organisations address it, visit  
RedShield.co and download our whitepaper.

Learn More


